Washington Management Service (WMS)
Position Description
For assistance completing this form, contact your Senior Human Resources Consultant or the agency WMS Coordinator.
	Position Information

	Position Title:

  Internal Auditor
	Position Number/Object Abbreviation:

 71038677

	Incumbent’s Name (If filled position):

 
	Agency/Division/Unit:

DOH, Administrative Operations, Office of Internal Audit

	Address Where Position Is Located:

Tumwater
	Work Schedule:

Part Time    Full Time 
	Overtime Eligible:

Yes    No 

	Supervisor’s Name and Title:

 Lynda Karseboom, Director
	Supervisor’s Phone:

360-236-4536


	Organizational Structure

Summarize the functions of the position’s division/unit and how this position fits into the agency structure (attach an organizational chart). 

	Organizational Governance - Role is Agency Wide:

Internal audit activity is prescribed by the Performance-Based Government Act of 1993 (RCW 43.88.160(4)).  The Act holds agency leadership responsible for developing and maintaining internal audits following the standards of the Institute of Internal Auditors.

Internal Audit’s role is the assurance function and operates from the Administrative Operations Division.  The Internal Audit Charter is approved by the Secretary and defines the purpose, authority, and responsibility of the internal audit program consistent with the Institute of Internal Audit’s definition of Internal Auditing, Professional Standards and Code of Ethics.  

Per the Internal Audit Charter, the general scope of audit coverage is agency wide and no process, functions, or unit of the Department is exempt from potential audit or review.  

Supporting the Agency Mission

Internal Audit provides independent and objective analysis, recommendations, and counsel through professional audit and advisory services to enhance the organization’s effectiveness and ethical/stewardship culture.  Internal Audit supports executive management and senior leadership through these services by bringing a systematic, disciplined approach to evalute and improve the efectiveness of risk management,control and governance across the agency
As prescribed by the Performance-Based Government Act of 1993 (RCW 43.88.160(4)), Internal Audit services are performed in accordance with the International Standards for the Professional Practice of Internal Auditing (IIA Standards) and Code of Ethics.  Internal Audit services address the following overarching objectives:

· Safeguarding public resources

· Financial / data integrity

· Compliance with laws, rules/regulations, policies/procedures, and contract terms/conditions

· Operational efficiency.  

Organizational Structure

Internal Audit personnel report to the Director of the Office of Internal Audit, who reports functionally to the Secretary and Deputy Secretaries, and administratively to the Deputy Secretary for Administrative Operations.  This reporting structure preserves the program’s independence necessary to fulfill its Charter responsibilities and maintain individual (staff) objectivity.  

The Position

The incumbent is one of three professionals within the Office of Internal Audit.  It assesses agency business and operational activities, often involving co-dependencies with other divisions, state or federal agencies, and public health partner processes.  The position serves as liaison for external audits and investigations as assigned.  It assists in providing guidance to department staff on the Ethics in Public Service Act.


	Position Objective

Describe the position’s main purpose, include what the position is required to accomplish and major outcomes produced. Summarize the scope of impact, responsibilities, and how the position supports/contributes to the mission of the organization. 

	Supports the Agency Mission

Adhering to the IIA Standards and Code of Ethics, this position fulfills the Internal Audit Charter by performing independent and objective audit, investigatory, and consulting services.  As described previously, it is through these services Internal Audit supports executive and senior leadership in fulfilling the department’s objectives by bringing a systematic, disciplined approach to evalute and improve the effectiveness of risk management,control and governance.

As provided by the Internal Audit Charter, the general scope of audit coverage is agency wide and no process, functions, or unit of the Department is exempt from potential audit or review.  

Responsibilities

Develop, recommend and implement approved planning strategies for  the comprehensive agency audit program.

This position is responsible for leading or coordinating audit processes for the Internal Audit program. A significant role given the magnitude of the department’s operating activities and business functions (examples below). This position assesses key business processes in the department, including supporting administrative functions and other activities performed by the agency.
This position also functions as liaison for external compliance and financial audits.  This role is critical in ensuring accurate information is conveyed to auditors in a timely manner, providing guidance to department staff on working with external auditors, assessing the work of external auditors for accuracy, assisting in the development of finding responses and corrective action plans if needed.

The position provides guidance and training to all levels of department staff on risk identification and assessment, control self-assessments, the Ethics in Public Service Act, and various compliance and control issues.

Scope and Impact

The position performs extensive analysis of complex business processes, financial transactions, related compliance and or legal/policy matters. Is the primary lead on assigned audits and provides assurances on division- and agency-wide programs and functions.  It recommends change needed to ensure and improve: 
· integrity of financial information
· compliance with laws, rules, regulations, policies/procedures, and contract terms
· safeguarding of public resources
· operating effectiveness and efficiency 

This position consults on divisional and agency wide administrative policies/procedures. Provides guidance to management on ethics in government, responsible stewardship, and governance processes.  Advises management on implications of audit findings or issues, and recommends corrective action.  

Following are recent DOH statistics to illustrate the scope and impact of the incumbents audit role: 
· Over 1600 FTE’s with related payroll and benefit expenditures of over $120 million

· Almost $360 million paid out through over 400 individual contracts and federal grant awards to local health jurisdictions, tribes, private non-profit organizations, and other health partners. 

· Processed over 350,000 health profession and facility license applications and renewals, generating over $47 million in license fees.

· Generated over $5.5 million in other licenses, permits, and fees.

 

	Assigned Work Activities (Duties and Tasks)
Describe the duties and tasks, and underline the essential functions. Functions listed in this section are primary duties and are fundamental to why the position exists.  For more guidance, see Essential Functions Guide.

	· Develops, recommends and implements approved planning strategies for short, mid and long term audit planning based on risk and grounded in leading professional and or industry practices 
· Conducts complex detailed analysis of the agency’s internal operations and business processes to assess agency risk management practices, internal control design, and compliance with laws, rules, policies/procedures, contract terms / conditions or regulatory requirements. 
· Leads or coordinates engagement planning using risk based techniques.  Defines audit objectives, establishes scope and strategies, consider needs and priorities of those who use/rely on internal audit services.  Estimates resource needs and timelines to accomplish the approved plan, monitors the plans progress and use of resources timely. 

· Develops and executes detailed audit work plans; collects and analyzes complex data and processes; tests and validates evidence.  Remains alert for fraud indicators, adjusting the plan appropriately.

· Conducts investigative services (administrative) involving department policies, processes, and technology systems.  May support SAO Whistleblower work or alleged ethics violations investigated by the Executive Ethics Board. 

· Maintains well organized project files and appropriate documentation to support analysis, decisions, and results. 

· Determines the significance of results and issues, evaluates underlying cause(s), and develops corrective action recommendations that adequately address the risks identified.  

· Communicates timely and effectively during the course of providing services with users and stakeholders.

· Prepares formal and informal reports, memorandums, and or presentations.    

· Advises on risk identification/assessment issues, including mitigation strategy development.

· Designs and incorporates analytical procedures and data analysis techniques

· Serves as an audit liaison for external auditors (SAO) for compliance and financial audits.  At the discretion of the Director, may assist with liaison duties for performance audits, investigations, or other activities.
· Has significant responsibility in researching, developing, and maintaining program guides, practices, templates, and tools to support program efficiency and service quality (IIA Standards).
· Maintains administrative internal audit program information. 

· Performs quality work under limited supervision.  Must be self-directed, manages responsibilities and projects often running concurrently with tight timelines and limited resources     
· Work adheres to the IIA Standards, Code of Ethics, and other contemporary professional audit standards (i.e. GAAS, GAGAS) and guidance, methodology, tools and techniques, as well as common business theory and practices. 
· Develop and provide training on topics including risk, internal control, ethics, and compliance issues.



	Accountability – Scope of Control and Influence

	Provide examples of the resources and/or policies that are controlled and influenced.
Internal Audit Program: Strategy, Guidance, Techniques
· Research, develop, implement, and update the audit strategy for evaluating division- and agency-wide risks and controls. 

· Research, develop, and update engagement guides, audit programs, and leading practices (templates, tools, etc) for audits of agency- and division- wide risks and controls.

· Apply Institute of Internal Auditor’s (IIA) frameworks and guidance in the annual audit planning process and individual audit engagements.  
· Has overall responsibility for the audit engagement from planning through final audit presentations and managing project resources. 

The Agency Level Influence:
As a result of the services provided (audit or advisory) this position provides specialized professional guidance and advice to assist management in making informed decisions about risk management and control practices, policies and procedures.   Reports and recommendations are directed to the Secretary and Deputy Secretaries, and Executive Team.  Others may include the Chief Financial Officer, Chief Information Officer, Chief Human Resources Officer, divisional Assistant Secretaries and Deputy Assistant Secretaries, and other office and program directors and managers as appropriate. 
Examples:  
· Advisory Service – EMS Region Reviews (Report Issued 7/30/13)
· Audit Service – HSQA Disciplinary Case Decisions (Report Issued 1/17/14)
· Advisory Service - Federal Grant Compliance Review (Report issued 12/9/13)
· Assurance Services – Limited Scope Audit of Washington Recovery Assistance Program for Pharmacy (WRAPP) (Report issued 8/14/13)


	Describe the scope of accountability.

The position’s scope of work is agency wide and performed under a risk-based approach.  As an expert in risk, control, and process audits in a complex business environment which is heavily reliant on technology, multiple funding sources, and external relationships, this position is responsible for:
· Long term planning strategies:  identifying, recommending and implementing effective and efficient strategies for short, mid, and long term audit planning based on industry leading practices for specific area of expertise.
· Audit Engagements: planning, assessing, and reporting on risks and controls and recommendations for improvement.
· Computer Assisted Audit Techniques: uses computer assisted audit techniques for greater audit coverage and analysis.
· Investigative Assignments: providing expertise in other special services of an investigative nature

· Advisory Services:  providing expert counsel and training on a wide range of governance, risk and control issues 
While management is responsible for implementing and managing the agency’s risk and control environment, it is Internal Audit’s responsibiltiy to bring to their attention issues having the potential to impact the agency’s risk management effectiveness, controls and governance in pursuit of achieving the mission and goals. Other key users and stakeholders include the legislature, local governments, and other state agencies.


	Describe the potential impact of error or consequence of error (impacts unit, division, agency, state).
The incumbent is responsible for assessing risk management practices and internal control designs that if deficient may lead to:

· Errors, misuse, abuse, waste, and theft of public resources - resources that otherwise would be available to fund public health programs. Loss of public confidence.  Impact to employee careers. 
· Inaccurate financial data (books/records) that is relied upon in budgeting and planning activities and also data used by state and local policy leaders.

· Noncompliance with federal and state rules/regulations/policy, agency policies procedures, and or other regulatory or contract terms and conditions. 

	Financial Dimensions

Describe the type and annual amount of all monies that the position directly controls. Identify other revenue sources managed by the position and what type of influence/impact it has over those sources.

	Operating budget controlled.

This position does not directly control agency funds.
Other financial influences/impacts. See Position Objectives for examples of scope and impact of this position.

Through audit and consulting services, the position influences management decisions regarding:

· Risk management and control design of systems, applications, infrastructure and processes used to collect and account for agency revenues, expenditures and disbursements.

· Strategic planning initiatives and expenditure of agency resources.



	Supervisory Responsibilities

	Supervisory Position: Yes    No 
If yes, list total full time equivalents (FTE’s) managed and highest position title.


	Decision Making and Policy Impact

	Explain the position’s policy impact (applying, developing or determining how the agency will implement).
The position has the responsibility, latitude, and discretion for making recommendations that impact policy and processes of: specific workunits, divisions, and agency wide programs and operational effectiveness.  The incumbent advises management on developing appropriate corrective action plans to address audit recommendations, and monitors the status of corrective action plans through final implementation.  On occasion professional differences of opinion will occur between management and the auditor.  In those situations, escalation protocols are followed which may include involving Executive management for resolution.
This position exercises authority that is not merely routine or clerical in nature, and requires the consistent use of independent, professional judgment under unique, varying, and complex situations

Refer to examples provided in Accountability – Scope of Control and Influence. 
Section titled:  Provide examples of the resources and/or policies that are controlled and influenced.

	Is the position responsible for making significant recommendations due to expertise or knowledge? If yes, provide examples of the types of recommendations made and to whom. 
Yes.  The incumbent is a risk, control, compliance, and performance subject matter expert within the Internal Audit Program.   

Recommendations involve complex business processes, risk, and controls often involving interdependencies with other divisions; federal, state, or local governments; and other health partners.  Successful incumbent requires advanced knowledge in state administrative and accounting requirements, risk analysis methods/techniques, and is highly skilled in internal control analysis and design.   Executive and senior management are the audience of recommendations and may include:  Secretary, Deputy Secretaries, Chief Financial Officer, Chief Information Officer, Chief Human Resources Officer, and divisional Assistant Secretaries.

Refer to examples provided in Accountability – Scope of Control and Influence. Section titled:  Provide examples of the resources and/or policies that are controlled and influenced.

Note:  All audit reports are issued to the relevant operation management and executive management.

	Explain the major decision-making responsibilities this position has full authority to make.
· Annual Planning and Priority Setting:  The incumbent prioritizes and recommends to the Director of Internal Audit those areas across the agency which requires the most attention for short-term and long-term planning purposes.  Recommendations are based on the identification and assessment of agency risks and controls. The IA director relies heavily on the expertise of this position when preparing the annual plan and generally adopts the proposed recommendations.
· Audit Engagements:  Is lead auditor, has overall responsibility for the business process aspect for each audit engagement, from audit planning through final audit presentation, and manages project priorities and resources.

· Engagement Planning and Execution:  Identifies and develops the engagement scope and objectives using knowledge and expertise in the areas of risk identification and assessment, as well as considering the needs of stakeholders.   Designs and executes strategies to accomplish the planned objectives in an efficient and effective manner.  Decides approach for effectively collecting, organizing, and analyzing information to accomplish objectives within budget.  Responsible for project management and actions leading to sound results and meeting professional standards. 
· Drawing Conclusions:  This position is the front line for providing complex interpretations.  Assess evidence and draws conclusions.  Identifies issues that become audit findings, and recommends corrective action.  Identifies best or leading practices, as well as opportunities to improve operational effectiveness and efficiency.  Provides planned and ad hoc consulting services to management.

· Communication Strategies: Determines strategies that provide effective communications with agency management and employees while providing services.  Also, strategies that identify and support constructive resolution of issues. 

· To fulfill the IIA Standards the Director of Internal Audit has final approval of working papers and reports or memos prepared.  Otherwise, this position operates under limited supervision and has substantial responsibility for the audit analysis, conclusions, and results.  The Director places a high level of value and reliance on the recommendations made by the auditor and most often those recommendations are accepted. The purpose of this review and approval process is to fulfill professional quality control requirements and is an administrative activity.  

	Describe whether decisions are of a tactical or strategic nature and how decisions are made. For example, is there known precedent, is it somewhat unfamiliar, or unknown and unexplored?

This position exercises authority that is not merely routine or clerical in nature, and requires the consistent use of independent, seasoned professional judgment under unique, varying, and complex situations.  Decision making occurs at both strategic and tactial levels.  
· Program Strategy: The incumbent develops, recommends, and implements the audit service strategy and planning of division- and agency-wide internal operations and financial/business risks and controls. To ensure the audit program is relevant and adds value to the organization, decisions are grounded in seasoned professional judgment and considers the department’s strategic goals, Secretary’s priorities, Results Washington, leading industry trends and risks. In some cases precedent or leading practice may exist, but application within the agency requires individualized, tailored analysis and judgment. In other situations there is no known precedent or leading practice, requiring unique analysis and judgment in unfamiliar areas or topics.     

· Engagement Strategy: Auditing involves applying a disciplined, systematic approach to evaluate and improve the effectiveness of risk management, control and governance processes.  While a professional framework exists to guide the practice of internal auditing, decisions regarding the topic or area being audited are typically unique, non-routine, and complex.  The incumbent must apply advanced knowledge of agency operations and prudent business practices relevant to government business and financial industry.  Projects include extensive evaluation and assessments of division- and  agency-wide business processes, policies and procedures, organizational structure, complext transactions, statewide accounting and administrative requirements, and techniques to identify the likelhood and impact of risk and knowledge of effective risk mitigation strategies.  
· The work must be conducted in conformance with the Institute of Internal Auditors International Standards for the Professional Practice of Internal Auditing and Code of Ethics.  The International Professional Practices Framework (IPPF) is authoritative guidance, providing a framework for decision making, but is not prescriptive.


	What are the risks or consequences of the recommendations or decisions?

Auditors must meet performance standards prescribed by the Institute of Internal Auditors (IIA).

Poor audit quality (decisions and assessments made in all phases of an audit from planning, analysis of evidence, and reporting) may lead to over- or-under auditing (effectiveness/efficiency) and  or result in audit failure.  The consequences of which may include:
· A false sense of security of internal control design when significant deficiencies actually exist that could lead to:

· Misuse, waste, or theft of public resources

· Confidential or sensitive information not adequately protected

· Inaccurate books and records

· Erosion of public confidence

· Negative impact on employee careers

· Additional external audit scrutiny (by SAO)

· Making corrective action recommendations that are either unnecessary, inadequate, duplicate or otherwise ineffective and therefore costly (time and resource)

	Qualifications – Knowledge, Skills, and Abilities 
List the education, experience, licenses, certifications, and competencies.

	Required Education, Experience, and Competencies.
Education and Experience:

· Bachelor’s degree from an accredited school one of the following

· Business, accounting, finance, or related field, OR
· Public health or related field, OR

· Information technology, computer sciences, or related field.

· At least three years’ experience:
· Managing complex engagements or projects
· Project planning and objective setting   

· Developing work programs, 
· Data gathering, analysis, and verifying evidence
· Drawing conclusions and recommendations  
· Report writing and presentations

· Providing technical advice and training
· Familiarity with investigative techniques and evidence processing.

· Proficient with common office equipment and programs such as Word, Excel, and PowerPoint.
Certifications and Licenses:

Has or is able to obtain within 12 months of hire relevant professional certification (CIA, CPA, CGAP, CFE, etc).

Competencies:

· Ethics and Integrity:  Earns the trust, respect, and confidence of those who rely on internal audit services through consistent honesty, forthrightness and professionalism in all interactions.

· Initiative and Accountability:  Models the successful behaviors and focuses on desired outcomes.  Takes responsibility for actions and performance.
· Professional Advocacy and Development:  Fostering excellence in the practice of internal auditing and demonstrate commitment to innovation and self-improvement.

· Communication Effectiveness:  Effective verbal/written/listening skills.  Effective expression of ideas and information that is appropriate to both the complexity of the topic and the knowledge and understanding of the audience.

· Interpersonal skills and influence:  Interacting with others effectively:  influence, fostering constructive professional relationships, teamwork, effective problem solving skills; recognizing when and how to escalate serious issues.
· Program and Service Quality:  Competencies dealing with Internal Audit Standards, Theory, Methods, Tools and Techniques; as well as Business Theory and Practices
· Organizational Awareness:  Uses knowledge and understanding of the agency’s mission, vision, and strategic goals for efficient and effective planning, decision making and providing value added services with limited resources.
· Program Quality:  The ability to provide services that meet or exceed:  professional standards, program goals/protocols, industry leading practices; and reflects the commitment to ongoing improvement.

· Project Management:  Overall quality of work; the degree of excellence of the end results and the overall caliber of completed assignments including effective planning, execution, documentation of data/evidence, thoroughness and clarity of work files.

· Research and Analysis:  Ability to effectively identify, collect, organizes, and analyzes information in ways that are useful for achieving accurate results.

· Quality Results and Recommendations:  Providing results that are professionally sound and add value.

· Interviewing:  Using effective techniques for communicating and asking questions in ways that enhance clarity, information flow, and reliability of the information.

· Consulting:  Employing expertise, credibility, and effective partnering to help clients identify, evaluate, and resolve complex or sensitive issues, problems, and proactively identifying service needs. 

	Preferred/Desired Education, Experience, and Competencies.
· A minimum of three years of audit, monitoring, or evaluation experience.
· Investigation experience or Investigator training.
· Current knowledge of and experience in applying professional auditing standards: 

· The Institute of Internal Auditors International Standards for the Professional Practice of Internal Auditing (IIA Standards), and Code of Ethics

· Generally Accepted Audit Standards (GAAS), 

· Generally Accepted Government Audit Standards (GAGAS)

· Office of Financial Management – State Administrative and Accounting Manual (SAAM)

· Familiarity with current professional control and risk management frameworks, theory, and techniques, such as:

· COSO – Internal Control Framework

· COSO – Enterprise Risk Management Framework



	Special Requirements/Conditions of Employment

List special requirements or conditions of employment beyond the qualifications above.

	

	Working Conditions

	Work Setting, including hazards: 
	Work is generally performed in a professional office environment.   

	Schedule (i.e., hours and days): 
	Typically work occurs during core business hours.
Incumbent is expected to adjust schedule and work additional hours as needed to meet business demands and deadlines.

	Travel Requirements: 
	Position requires some travel.  Occasional overnight travel may be necessary.

	Tools and Equipment: 
	Use of standard office equipment. 

	Customer Relations: 
	Requires frequent contact with customers (agency management, supervisors, employees, Governor’s office staff, State Auditor’s Office staff, or other stakeholders).

	Other: 
	     


	Acknowledgement of Position Description

The signatures below indicate that the job duties as defined above are an accurate reflection of the work performed by this position.

	Date:

1/5/2016
	Supervisor’s Signature (required):

/s/ Lynda Karseboom

	Date:

1/5/2016
	Appointing Authority’s Name and Title:

Jessica Todorovich, Deputy Secretary for Administrative Operations
Signature (required):

/s/ Jessica Todorovich

	As the incumbent in this position, I have received a copy of this position description.

	Date:

     
	Employee’s Signature: 

     


Position details and related actions taken by Human Resources will be reflected on the Position Evaluation Summary form.
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