Washington Management Service (WMS)
Position Description

	Position Title:

Chief Information Security Officer
	Position Number/Object Abbreviation:

70041793

	Incumbent’s Name (If filled position):

     
	Agency/Division/Unit:

OS/ADMIN OPS/BOSS

	Address Where Position Is Located:

101 Israel Rd SE, Tumwater, WA 98512
	Work Schedule:

Part Time    Full Time 
	Overtime Eligible:

Yes    No 

	Supervisor’s Name and Title:

Bruce W. Dempsey, Director, Business Operational Support Services (BOSS)
	Supervisor’s Phone:

360-236-4221

	Organizational Structure

Summarize the functions of the position’s division/unit and how this position fits into the agency structure (attach an organizational chart). 


	The Chief Information Security Officer (CISO) is a member of the Business Operational Support Services (BOSS) leadership team and serves a key organizational role, providing expert advise to executive leadership, senior management and a wide variety of business units across the agency. The CISO must work closely with other key members of the Administrative Operations (Admin OPS) and BOSS teams (e.g. Chief Information Governance Officer, Risk Manager, CIO, CIO direct reports, Enterprise Architect, data owners, data stewards, disaster recovery and continuity of operations coordinators, etc.), as well as other State offices and positions (WATECH, Office of Privacy and Data Protection, State Privacy Officer, etc.) 
Position maintains sufficient independence from other operational departments or divisions to ensure that decisions are made for the benefit of the overall organization, and the reporting structure reflects that philosophy – this position reports to the BOSS Director, who in turn reports to the Deputy Secretary of Administrative Operations.  

The CISO leads the development and implementation of a security program that leverages collaborations and agecy-wide resources, facilitates information security governance, advises senior leadership on security direction and resource investments, and designs appropriate policies and standards to manage information security risk and enable the security principles of confidentiality, integrity and availability. 



	Position Objective

Describe the position’s main purpose, include what the position is required to accomplish and major outcomes produced. Summarize the scope of impact, responsibilities, and how the position supports/contributes to the mission of the organization. 


	This position is accountable for the direction and oversight of the agency’s Information Security and Disaster Recovery programs.  This position is responsible for developing strategic direction to protect the confidentiality, integrity and availability of network resources and electronic information.  The position is responsible to conduct security breach investigations and advise executive leadership on information security risk management strategies.  This position makes recommendations for IT policy, procedures, and standards, and assures the agency’s compliance with state and federal regulations.

The position promotes the use of shared services as appropriate to reduce costs and improve on the efficient use of information technology.  This position influences how technology and information is used and secured at both agency and state levels to support the public health services provided by our organization and other partner public health entities.

The position collaborates routinely with the CIO and other members of the Health Technology Services (HTS) leadership team, key members across the agency (e.g. Chief Information Governance Officer, Risk Manager, CIO, CIO direct reports, Enterprise Architect, data owners, data stewards, disaster recovery and continuity of operations coordinators, etc.), as well as other State offices and positions (WATECH, Office of Cyber Security, State Chief Information Security, and Office of Privacy and Data Protection, State Privacy Officer, etc.) to ensure consistent and effective overall leadership, priority setting, and informed decision-making for the agency in the arena of information security.

The position provides leadership, mentorship, and coaching to technical and business staff to help build and mature the Information Security and Disaster Recovery programs across the agency.  The position supports and works with all divisions to accomplish program goals and objectives and leads multiple diverse teams in a matrix-type organization to accomplish assigned activities.
Over the past few years, the focus of the CISO has expanded beyond the security of the enterprise and now concentrates on managing the risk of the information, regardless of where it resides. Today’s CISO has evolved into what some might describe as the “Chief Information Risk Officer”, with a growing list of responsibilities – 

· Information Risk Management – A CISO needs to understand the threats to the organization’s information and business operations, from all aspects. The security strategy should be focused on enabling the business and minimizing the risk to the information. 

· Regulatory Compliance Management – Almost every industry is subject to a set of industry specific security and privacy regulations. The CISO needs to understand the laws within the jurisdictions they operate, working with their legal and regulatory compliance teams to implement the necessary protections and processes to demonstrate compliance with the law. 

· Third-Party Risk Management – It is important for a CISO to identify the information that is flowing outside the organization and the third-parties that provide services impacting business operations. The proliferation of outsourcing and cloud providers has made this responsibility more critical than ever. The CIRO must be able to establish a process for measuring and managing the risk of these external entities and quantify the risk to the overall business. 

· Business Acumen – The CISO must have a keen understanding of technology and be an excellent communicator in business terms. They need to be able to translate the complexities of the entire security ecosystem into a language executive leadership and board members understand. Their success is measured by their ability to communicate the organization’s current level of information risk and how it is managing the risk over time, putting security and privacy projects into terms of value to the organization. 


	Assigned Work Activities (Duties and Tasks)
Describe the duties and tasks, and underline the essential functions. Functions listed in this section are primary duties and are fundamental to why the position exists.  For more guidance, see Essential Functions Guidance.


	This position develops and implements the agency Information Security and Disaster Recovery (DR) strategy and has significant responsibility, influence and authority to develop and implement agency-wide policies, standards and procedures in support of the agency’s mission and service delivery.  Position influences state-wide information technology security policies and standards by serving as the agency representative on state-wide work groups.
Directs the Information Security Program:  Conducts legal, policy, and operational analyses of federal and state regulations regarding Information security and data confidentiality, and assures agency compliance.  Provides vision for developing and implementing information security and DR initiatives that improve IT cost, effectiveness, service quality, and business processes.  Advises and guides executive leadership in the application of information risk management and practices.  Education & training - develops agency framework to ensure employee awareness of responsibilities for information security.
Provides central oversight of Information Security and Disaster Recovery (DR) activities: Supervises technical staff supporting information security and DR.  Leads and directs Information risk and security assessments.  Conducts analyses of operational security practices.  Identifies vulnerable areas and advises executive and senior managers on risk mitigation strategies.  Conducts Information security breach investigations.  Reviews agency projects and activities to ensure they are in compliance with the Information Security program, target architectures, and statewide IT policies and standards. Assures disaster recovery plans for mission critical systems are developed and exercised.  Advises on IT contracts and data sharing agreements.  Coordinates with agency and external resources as relevant to the situation (i.e., the Records Manager/Privacy Officer, the Contracts Office, the Office of Human Resources, the Institutional Review Board, the Attorney General's Office, Washington State Patrol, WATECH, etc.).  

Manages Cybersecurity Incident Response Planning Activities and  serves on the  Health Technology Solutions (HealthTech) Incident Management Team, which monitors and reports IT recovery progress, provides and coordinates recovery resources, and maintains recovery objectives for mission critical technology systems.
Represents the agency on external committees and other state-wide enterprise initiatives: Serves as the primary Infomation Security and Disaster Recovery contact with WaTech Office of Cyber Security, State Chief Information Security Officer, Office of Privacy and Data Protection, Privacy Officer, and Office of the Chief Information Officer, The Department of Enterprise Services (DES) Office of Risk Management, among others as required.    

Continuously works toward improving leadership competencies. Engages in professional development to enhance management skills. Attends information technology, management and leadership training related to job duties.  Stays current with emerging technologies and management practices.


	Accountability – Scope of Control and Influence

	Provide examples of the resources and/or policies that are controlled and influenced.


	This position is accountable for directing operations within the agency Information Security and Disaster Recovery programs, and for ensuring agency compliance with federal and state regulations.  Many of the essential functions are promoted due to the strong influence of the position. While the CISO directly supervises a small unit,  the position accomplishes most of its impact through influence of executive and leadership teams, points of contact throughout the agency and strong collaboration with other central administrative functional areas, and its strategic partnership with the agency’s Information Technology organization.
Controlled

· Accountable for the strategic direction of the Information Security and Disaster Recovery offices.

· Accountable for the development and compliance of Information Security, and Disaster Recovery policies, standards and procedures, and ensure alignment with state and federal regulations.

· Accountable for ensuring information security solutions and other activities remain in alignment with agency and division strategic plans.

Influenced

· Agency risk mitigation strategies.

· Statewide IT policies, standards and initiatives.  Agency representative on inter-agency sub-committees regarding Information security and technology strategic direction and implementation.

Policies Controlled: 
· Agency policies: 10.002 Information Security, and 10.008 Use of the Internet and Electronic Communication Systems.

Examples of Policies measurably Influenced: 

· Agency policies: 10.015 Proposing, Approving and managing Information Technology Work Efforts and Projects,17.003 Public Disclosure, 17.005 Responsibilities for Confidential Information, 17.006 Release of Confidential Data/Information, and existing or emerging policies, procedures and guidelines related to Enterprise Content Management, Electronic Signatures, records and information management, and information governance
· Statewide policies: 140 – Security, 150 - Disaster Recovery & Continuity of Operations, 190 – Mobility (Cellular Devices).




	Describe the scope of accountability.


	The position exercises critical oversight management to protect the confidentiality, integrity and availability of network resources and electronic information.  The position provides guidance and recommendations on the many facets of information security to influence how information technology supports public health services.  The Information Security Officer  delivers reliable and professional guidance to executive and senior managers to ensure informed technology and business decisions are made. 
The position provides an advanced level of expertise within the Information Security field to our agency.  Position ensures the agency remains in alignment with agency and state security policies and standards.  

Under agency policy 10.002, The Information Security Officer is responsible to:

· Protect electronic data entrusted to the Department of Health

· Assure the department’s compliance with state and federal Information security regulations

· Lead the development of DOH Information security policy, standards and procedures

· Approve IT security architecture and any changes to the existing infrastructure

· Monitor and assess IT operations and systems development practices

· Resolve circumstances that may affect the security of DOH IT resources

· Manage the agency Cybersecurity incident response process
Position partners with various stakeholder groups to provide consistent and effective leadership and collaborative decision-making on Enterprise IT direction and Information Security initiatives.  Scope of accountability includes all enterprise activities and initiatives, risk mitigation activities, and disaster recovery program activities.  This position supports and works with all divisions to accomplish their program goals and objectives.


	Describe the potential impact of error or consequence of error (impacts unit, division, agency, state).


	Consequence of error could have significant impacts on the agency and the state.  The department collects and maintains certain information that contains names, social security numbers, and health information.  Some of the statutes that protect this information carry civil and criminal penalties for unauthorized access, use or disclosure.  

	A breach in the security of certain information entrusted to this agency could result in the withholding of state and federal funding, the identity theft of hundreds of thousands of people, civil and criminal penalties, and loss of public trust, lawsuits, and other negative financial findings.
Inadequate security controls and lack of incident response and disaster recovery processes could result in loss of critical systems and services thereby impairing the agency’s ability to provide required services to other state agencies, our public health partners, and the public.  


	Financial Dimensions

Describe the type and annual amount of all monies that the position directly controls. Identify other revenue sources managed by the position and what type of influence/impact it has over those sources.

	Operating budget controlled.


	This position only directly controls approximately $185,000 annually ( including staff salaries & benefits) or approximately $80,000 excluding staff salaries and benefits.  However the position influences and impacts multi-million dollar projects (see below)



	Other financial influences/impacts.
A mature information security program is a critical business enabler the helps the agency effectuate its core business functions.  This position directly influences the success of large scale (multi-million dollar) technology projects within the department by ensuring they meet state and federal security standards.  

A mature program also reduces the agency’s risk exposure and avoids costs related to breach investigations, system recovery, disruption of business operations, lost productivity, loss of public trust, and legal liabilities.  In 2001 costs related to the loss of productivity due to the Nimda virus amounted to more than $943,000.


	Supervisory Responsibilities

	Supervisory Position: Yes    No 
If yes, list total full time equivalents (FTE’s) managed and highest position title.

Currently 2 FTE – ITS5 & ITS4 (see organizational structure portion of this document for details).

However, staffing level is currently under critical review. A recent benchmarking exercise with other state agencies and additional research indicates that resourcing for the Information Security Office may not be commensurate with the size and criticality of the responsibilities of this office.  Using one metric selected from the research, this office could be considered more appropriately staffed at 8.5 FTE.



	Decision Making and Policy Impact


	Explain the position’s policy impact (applying, developing or determining how the agency will implement).


	This position plays a critical role by interpreting and defining agency response to, or implementation of, state and federal regulations and case law to accurately accomplish the program functions.  
This position develops and recommends agency-wide policies, procedures and standards and influences proposed statewide policies related to Information Security, Incident Response, and Disaster Recovery.  The position serves as a change agent for statewide IT policies and directives to ensure the agency is in compliance and remains aligned with the future direction of our state.  

Decisions made by this position impact current and future technology services that support agency programs and offices, our public health partners, and citizens.  


	Is the position responsible for making significant recommendations due to expertise or knowledge? If yes, provide examples of the types of recommendations made and to whom. 
The Information Security Officer serves as the agency leadership advisor on strategic oversight of Information Security.   The position identifies risk areas/gaps and recommends options to close the gaps and reduce agency risk. 
This position is responsible for leading the development of recommendations on the future direction of information technology for this agency and on the future technology direction of our state; including use of technology, development practices, architectural designs, security, and disaster resilience.  

This position serves as the agency representative to the state CIO and the state Chief Information Security Officer on statewide policies, standards and strategies related to IT Security and Disaster Recovery domains. 



	Explain the major decision-making responsibilities this position has full authority to make.
This position has full responsibility for program policy development and implementation.  Decisions made by this position will have long term impact on the agency mission and the operational effectiveness of all divisions.  Position routinely collaborates with the CIO/HTS Leadership Team, Agency Risk Manager, and other agency senior management on those decisions which involve potential significant risk agency-wide.

The position must balance operational and technical requirements while attending to risk mitigation, compliance, and budget constraints.  S/he routinely makes independent judgments in the following areas:

· Protecting network resources and electronic information

· Evaluating and mitigating Information security risks 

· Approval of security architectures

· Compliance with state and federal IT regulations

· Development of IT policies, procedures and standards 

· Mediation of security architectural disputes which cross organizational boundaries


	


	Describe whether decisions are of a tactical or strategic nature and how decisions are made. For example, is there known precedent, is it somewhat unfamiliar, or unknown and unexplored?


	Decisions made by this position are both strategic and tactical depending on the situation.  Decisions are guided by broad department , state, and federal policies where precedents are not always clear and where analysis often requires ciritical thinking and analysis in new and emerging technology areas in which the agency has not yet developed capacity or a knowledge base.  The decisions may be far reaching and impact how agency business is conducted.  
Tactical decisions surround the central oversight of Information security, incident response and disaster recovery activities.  These decisions take into account previous experiences, knowledge of agency policies and programs, applicable state and federal regulations, constraints and business drivers, and the general operating environment.

Strategic decisions are linked to the mission of the department, agency strategic plan, and statewide strategic and business plans.  The primarily focus is to influence change and limit risk exposure such as:

· Policy and procedure development or updates and how to stage them for maximum effectiveness.

· Developing strategies to limit risk exposure of technical and human conditions that affect the security of IT resources.

· Tracking agency security and disaster recovery needs, identifying gaps and funding options.

· Coordination with external networks and partners to ensure agency approach to security and disaster recovery reflect current methodology or industry standards.


	What are the risks or consequences of the recommendations or decisions?
The consequences of poor policy decisions could result in significant negative impacts to agency finances and the services that support our programs, public health partners, and citizens.  Faulty decisions may result in:

· The unauthorized use or disclosure of confidential information resulting in identity theft and civil or criminal penalties. 
· The loss or interruption of mission critical services, preventing the agency from performing its essential functions.
· The loss of federal funds, delegated authority and legal penalties due to non-compliance with regulations.
· Increased costs for application development and implementation of new systems due to inefficient workflows, tools, and development practices.



	Qualifications – Knowledge, Skills, and Abilities 
List the education, experience, licenses, certifications, and competencies.

	Required Education, Experience, and Competencies
· Bachelors Degree in Computer Science, System Engineering, Information Systems or related field, and minimum of 4  years experience analyzing, designing, developing, installing, or maintaining network infrastructure, server systems, hardware, software applications, or telecommunications equipment (additional years of experience can substitute for education on a one for one basis).

· Six years professional work experience managing an enterprise-wide information security program for a government or health related organization.
· Six years professional work experience developing enterprise-wide IT policies, standards and procedures for a government organization to follow.
· Six years experience of directing or leading the investigation of information security breaches and/or IT risk/security assessments.
· Six years experience in IT risk management practices.

· Six years experience working with state and federal laws and regulations related to information security, confidentiality, and health related information.
· Three or more years experience supervising senior technical staff who perform work in information security or disaster recovery.  
General and management competencies: 
· Demonstrates self-awareness, self-management, ethics, integrity, and continual growth and learning; proven ability to maintain confidentiality in the performance of job duties.
· Demonstrates interpersonal awareness and the ability to be inclusive; proven ability to build mature relationships with all management levels, security professionals, external business partners and business and technical staff.  
· Demonstrates extensive written and oral communication skills; proven ability to communicate complex information clearly, concisely, and timely at the level of understanding of the audience. 

· Demonstrates critical thinking; raises vital questions and problems; gathers and assesses relevant information; thinks open-mindedly, recognizing and assessing assumptions, implications, and practical consequences; proven ability to independently analyze and weigh the risks, costs and benefits in decisions related to information technology.  Ability to quickly adjust from strategic to tactical thinking as required.  
· Demonstrates organizational and political awareness; proven relationship building skills, and effective decision making.  Uses knowledge and understanding of organizational and political climate to make decisions and take actions; discusses key decisions with office and division leadership as appropriate.  Bridges cultural differences that may exist between the business and information technology communities, and facilitates interaction and cooperation between these two cultures.
· Demonstrates change leadership; collaborates with senior management to develop change strategies; aligns changes with the organization’s strategic direction and objectives; advocates for positive outcomes. 
· Demonstrates performance leadership: Integrates performance into program activities, provides coaching and mentoring for improved success, and displays characteristics of interpersonal influence.  


	


	Preferred/Desired Education, Experience and Competencies.
· Masters degree in Computer Science, System Engineering, or Information Systems 
· Certified Information Systems Security Professional (CISSP)

· Certified Information Security Manager (CISM)



	Special Requirements/Conditions of Employment

List special requirements or conditions of employment beyond the qualifications above.


	· N/A


	Working Conditions

	Work Setting, including hazards: 
	Position's assigned duty station is in Tumwater Washington.  Work is performed almost exclusively indoors in a fast-paced office environment.

	Schedule (i.e., hours and days): 
	Position is overtime exempt.  Incumbent is expected to schedule his/her time within a typical 40 hour week.  However, incumbent is expected to adjust schedule and work additional hours as needed to meet business demands and deadlines.

	Travel Requirements: 
	Occasional travel may be required.  Travel includes traveling between the Department's work locations, as well as other state agency locations.  Occasional overnight travel may be necessary to attend or present at meetings or conferences.

	Tools and Equipment: 
	Office duties require use of standard office furniture and equipment (desks, files, cabinets, computer, projector, phone, blackberry, copy machines, etc.)

	Customer Relations: 
	Work requires frequent contact with customers and external partners.

	Other: 
	Must be able and willing to work in the agency's emergency operations center as required.


	Acknowledgement of Position Description

The signatures below indicate that the job duties as defined above are an accurate reflection of the work performed by this position.

	Date:


	Supervisor’s Signature (required):



	Date:


	Appointing Authority’s Name and Title:  Jessica Todorovich
Signature (required):



	As the incumbent in this position, I have received a copy of this position description.

	Date:


	Employee’s Signature: 




Position details and related actions taken by Human Resources will be reflected on the Position Evaluation Summary form.
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