Information Technology
Position Description 
For assistance completing this form, contact your supervisor/manager or your Human Resources (HR) Office. Complete form, obtain all signatures, scan and save using the following naming convention: [Agency/Institution]_IT_[Position Number]_[Date: YYYYMMDD]. Example: DSHS_IT_0480_20150621. 
	Position Information

	Agency/Institution, Division, Unit

Office of the Secretary, Business Operations and Support Services – Information Security Office
	Action

Reallocate

	Class Code and Title 


	Proposed Class Code and Title

ITS/AS 6  Information Risk Manager

	Agency/Institution Position Number


	HRMS Position Number (if applicable)

71038857

	Project Title (if applicable)

NA
	Assignment Pay

Dual Language ☐     Other ☐ Enter text.

	Incumbent’s Name (If filled position) 

Vacant
	Address Where Position Is Located (Duty Station)

101 Israel Rd SE Tumwater, WA

	Work Schedule

Part Time ☐     Full Time ☒
	HR Approved Overtime Eligible

Yes ☐     No ☒

	Position Included in a Bargaining Unit: Yes ☒     No ☐
If yes, indicate union: WFSE
	Position has an approved In-Training Plan: Yes ☐     No ☒
If yes, attach Position Description for each In-Training Level

	Primary Job Family (select one) 
9.  IT Security
	Secondary Job Family (select one, if applicable) 
2.  IT Architecture

	Supervisor’s/Manager’s Name and Title

Tracy Auldredge, Chief Information Security Officer
	Supervisor’s/Manager’s Phone

360-236-4435

	Date Completed

Enter a date.
	Date Previous Position Description Approved 

8/27/2014

	Organizational Structure (Attach an organizational chart.)

Summarize the functions of the position’s division/unit and how this position fits into the organizational structure.

	This position is a staff member of the Information Security Office, reporting directly to the Chief Information Security Officer.  The Information Security Office is a unit of the Office of the Secretary/Business Operational Support Services.  
This position contributes to the mission of the organization by detecting, assessing, and mitigating threats/vulnerabilities to the Agency’s enterprise information technologies systems.  The position works to sustain public trust by assuring these systems are adequately secured, and meet or exceed regulatory requirements.

	Position Objective

Describe the main purpose of the position and the type and nature of the work performed. 

	The Information Risk Manager is designated as the agency’s highest level technical expert for conducting information technology risk and security assessments, evaluating existing security controls, and recommending risk mitigation strategies.  This position performs at the highest expert professional level, has mastered the ability to translate technological options into business terms, and interacts with executive management to create technology solutions that address mission critical business needs.  This position also serves as the agency spokesperson in the area of Information Security Assessments and the agency’s Information Security Risk Matrix.  The Information Risk Manager is a consultant to executive management in the area of information risk, and provides strategic and tactical influence to senior IT management for decisions relating to information security.  
The primary purpose of this position is to manage the agency’s information risk management processes and assure our enterprise systems and data are secured and available to meet the agency’s mission, goals and objectives. S/he is responsible for developing, administering and maintaining the agency’s Information Risk and Security Assessment Plans.  These plans are essential for the agency to implement and maintain safe and sound practices for all of our IT resources, and to ensure all systems are maintained in a high state of security and readiness.  S/he is also responsible for assuring overall information risk is minimized and regulatory requirements are met.  
The position conducts risk and security assessments of our networks, infrastructure, and IT systems, evaluates incident prevention, response and recovery capabilities, leads information security breach investigations, and collaborates with technical teams to assure IT operational practices adequately protect agency IT resources. S/he develops information security standards and procedures consistent with best practices and regulatory requirements. 

	Assigned Work Activities (Duties and Tasks)

Describe the duties and tasks, and underline the essential functions. Assign a percentage of time to each duty. Task statements should describe the action performed; to whom or what; using what tools, equipment, methods, and/or processes; and the final product or outcome.

	% of time

(Must total 100%)
	List the assigned work in order of importance including the final product or outcome for each, with essential functions underlined.

	30%
	Duty:  Architect and administer the agency’s Information Risk Assessment Plan.

Tasks:

· Research current and emerging threats and architect risk analysis methods to expose and mitigate the threats.

· Create, implement, and administer a comprehensive risk assessment plan to assess vulnerabilities, threats, and impacts on the agency’s information systems.

· Conduct risk Assessments of the agency’s information systems

· Analyze risk assessment results.  Produce reports with recommended physical, administrative, and technical solutions to mitigate system risks identified.

· Oversee implementation of information risk mitigation solutions and provide technical expertise and consultation for stakeholders.

	25%
	Duty:  Architect and administer the agency’s Information Security Assessment Plan.

Tasks:

· Research State and Federal information system regulations and architect methods and processes to validate Agency information system compliance.

· Research industry best practices and architect methods and processes to validate agency information system implementation of sound security principles.

· Create, implement, and administer a comprehensive security assessment plan to analyze the current state of compliance on the Agency’s information systems.

· Analyze security assessment results.  Produce reports with recommended physical, administrative, and technical solutions to mitigate security non-compliance.

· Oversee implementation of security assessment mitigation solutions and provide technical expertise and consultation for stakeholders.

	15%
	Duty:  Investigate and analyze agency information system vulnerabilities.

Tasks:

· Lead the research of best methods and tools to probe and assess agency information systems for compliance, and architect processes and methods to conduct a comprehensive vulnerability and forensic analysis of the systems.

· Using complex security tools and appliances, probe agency information systems to validate compliance on system architecture, application configuration, patch management, access management, and other essential processes.

· Analyze assessment results.  Produce reports with recommended physical, administrative, and technical solutions to mitigate threats arising from vulnerabilities identified.

· Oversee implementation of vulnerability analysis mitigation solutions and provide technical expertise and consultation for stakeholders.

· Capture storage images of electronic devices for forensic analysis.  Analyze and report on findings as and when needed.

	15%
	Duty: Support the agency’s information risk management processes
Tasks: 

· In partnership with HealthTech (HTS), co-develop and socialize the agency-wide information security architecture.

· Review and approve existing and proposed agency network and security architectures and assure they address all necessary security controls, and align with agency architecture, technology, and security standards.

· Guide and mentor technical leads, application stewards, and project managers as they prepare for risk and security assessments,  

· Provide direction and mentoring to Program Managers, IT Managers, and technical leads in their efforts to come into compliance with DOH, state and federal security standards and guidelines.  

· Lead investigations of IT security breaches and provide recommendations for resolution.

· Coordinate and monitor the resolution of outstanding security concerns to ensure secure and stable systems and environments.  Develop progress reports for senior management.

· Provide leadership to technology staff by conducting awareness sessions and discussions on the strategic and tactical directions of IT security.

· Design and implement security awareness training for all staff.

	10%
	Duty:  Research security, risk, and vulnerability analysis technology and provide strategic direction.

Tasks:

· Research emerging industry trends for risk and security assessment tools and best practices to design and develop long-term strategy for procurement, implementation, and use of the agencies security assessment tools and processes. 

· Collaborate with other technical experts and recommend strategic direction for security analysis and assessment plans to Information Technology Executive staff through oral presentations, research papers, opinion papers, and other written reports.


	5%
	Other Duties as assigned

	Problem Solving

What are the most complex and/or challenging issues addressed by this position? Give 3 to 4 examples and how each is resolved.

	Complex/Challenging Issue
	How Resolved
	Frequency

	Analyze the Agency’s attack vectors, attack surface, critical assets, and create a comprehensive information risk assessment program with sufficient complexity to identify vulnerabilities and threats.
	Using expert-level information security knowledge, identify common and unique attack vectors and vulnerabilities.  Architect a repeatable process in the form of a plan to determine agency exposure to threats statistical analysis and industry accepted risk analysis methods.  Implement an ongoing program to assess agency risk and mitigate vulnerabilities. 
	Continuously

	Analyze the Agency’s regulatory requirements from various laws, and business obligations.  Create a comprehensive security assessment program with sufficient complexity to identify areas of non-compliance.
	Using expert-level information security knowledge, identify laws, regulations, and contractual obligations that pertain to the Agency.  Architect a repeatable process in the form of a plan to determine agency compliance through comprehensive analysis of system characteristics and configuration.  Implement an ongoing program to assess agency compliance and mitigate non-compliance.
	Continuously

	Analyze the architecture, applications, hardware, and operating system of an information system and create a vulnerability analysis assessment with sufficient complexity to identify vulnerabilities that endanger systems safe and sound operation.
	Using expert-level skill and knowledge, analyze the Agency’s infrastructure,   information systems’ architecture, and data sensitivity.  Create a unique vulnerability assessment plan using complex security tools and processes to investigate the system’s state of security and readiness.  Analyze assessment results to create a plan of action to mitigate system vulnerabilities.
	Continuously

	Develop and document strategic and tactical directions for Information risk management
	Uses knowledge of agency, and BOSS strategic plans and tactical processes.  Stays abreast of industry direction, and emerging technologies and threats.  Solicits input from senior leadership and technical experts.


	Periodically

	Decision Making

	What duties are performed that require the position to make choices, determinations or judgments?
· Determine the significance of common and emerging threats to the agency’s information systems.

· Determine the scale and scope of vulnerabilities on the agency’s information systems.

· Analyze and prioritize risk uncovered through assessments which expose critical Agency data and systems to compromise.

· Choose best methods and processes to architect risk and security assessment programs.

· Choose best tools and methods for vulnerability analysis on unique and critical information systems.

· Choose best tools and methods for agency long-term assessment strategy.

	Which decisions are sent to the next level of supervisor/manager or technical authority for recommendation/decision?

· Risk analysis reports and mitigation recommendations

· Security assessment reports and mitigation recommendations

· Vulnerability assessment reports and mitigation recommendations

· Assessment long-term strategic recommendations and procurement requests

· Highly-complex non-compliance issues

· Critical security vulnerabilities

· Critical oversight issues or problems

	Potential Impact of Results

Describe the potential impact of error (What potentially could happen in the event that the individual were to fail to perform their job correctly?).

	List who (citizens, other Agency/unit personnel, statewide-personnel, etc.) would be impacted and the degree of impact.

· Citizens may experience ID theft due to data breach caused by an insecure system.

· Agency staff may lose access to critical systems and resources losing the ability to do their jobs.

· The agency may lose credibility, access to essential partner systems, or federal funding due to non-compliance or data breach.

· The agency may be charged with civil penalties.

	List what (dollars, larger systems, processes, other resources, etc.) would be impacted and the degree of impact.

Significant data breaches have cost organizations millions of dollars in restitution to victims and system recovery expenses.  According to the Ponemon Institute the average cost of a data security breach in 2014 was 3.5 million dollars.   In 2001 this agency’s costs related to the loss of productivity due to the Nimda virus amounted to more than $943,000.

	Financial Dimensions (if applicable)

Describe the type and annual amount of all monies that the position directly controls, administers or manages (excluding employee salary and benefits) for example: delegated signature authority amount, invoice approval for contract expenditures.

	NA

	Lead Work/Supervisory Responsibilities

	Lead Position: Yes ☐     No ☒
Supervisory Position: Yes ☐     No ☒
	☐ Assigns Work     ☐ Instructs Work                     ☒ Checks Others’ Work           ☒ Plans work          ☐ Evaluates Performance      ☐*Takes Corrective Action       ☐*Hires                   ☐*Terminates

(*Has the authority to effectively recommend these actions.)

	List Class Title and Working Title of Position(s) Supervised
	If Part Time, What %

	
	Part Time %.

	
	Part Time %.

	
	Part Time %.

	
	Part Time %.

	
	Part Time %.

	Add information that clarifies this position’s lead or supervisory responsibilities.



	Working Relationships

Level of Supervision received (check one). For more guidance see Glossary of Classification Terms.

	☐ Direct/Close Supervision: Most work is reviewed in progress and upon completion. 
☐ General Supervision: Completed work is spot checked. 
☒ General Direction: Completed work is reviewed for effectiveness and expected results. 
☐ Administrative Direction: Completed work is reviewed for compliance with budget, policies, laws and program goals. 

	Add information that clarifies this position’s interactions with others to accomplish work.



	Continuity of Operations Plans (COOP) Designation – For Disaster or Emergency Recovery

For more information see COOP and Critical Positions. For higher education, refer to your list of essential personnel.

	Is this position designated critical based on agency COOP? Yes ☒     No ☐
If yes, describe how this position supports the agency COOP Critical Functions.

The position provides critical technical expertise in IT recovery processes to assure the recovered systems are adequately secured. 

	Qualification – Knowledge, Skills and Abilities

	Required Education, Experience or Certifications
	Application (why each qualification exists)

	Associates degree in Information Security, Computer Science, System Engineering, Information Systems, or related field; AND four (4) years of experience in IT security administration, or developing, installing, and/or maintaining security systems, network infrastructure, network server systems, or application systems, 
OR

Six (6) or more years (full-time equivalent) of experience in IT security administration, or developing, installing, and/or maintaining security systems, network infrastructure, network server systems, or application systems.  


	This position must have advanced expert knowledge related to a wide variety of security, network and system principles, theory and best practices in order to effectively architect and administer the Agency’s Information Risk Management processes.

	Two (2) or more years (full-time equivalent) of professional experience in computer/information security where computer/information security was a primary function of your job.. 
	Duties noted in this application and associated tasks require this level information technology exposure.

	Demonstrated experience and proficiency in the following:

· Risk analysis

· Security assessments

· Vulnerability analysis

· Security or network architecture design
	Duties noted in this application and associated tasks require this level information technology exposure.

	A professional security certification, such as CISSP, CISA, or CEH, from a non-vendor specific industry recognized organization such as ISC2, ISACA, or the SANS institute.
	Duties and technical tasks noted in this application require expert-level knowledge.  

	Demonstrated experience in the following:  

· Secure network architecture design

· IT policy, standards, or procedure development

· Analysis of risks versus benefits in decisions related to IT security.
· Maintaining confidentiality in the performance of job duties.
	Duties and technical tasks noted in this application require expert-level knowledge.  

	Desirable/Preferred Education, Experience or Certifications
	Application (why each qualification exists)

	Bachelor of Science degree in Information Security or closely related field


	Duties and tasks noted in this application require critical thinking, high-level analysis, and college-level writing skills.    Formal technical education will add depth and breadth to positions analytical perspective.

	Two (2) or more years of work experience supporting IT security for a government or health related organization.

	This position should have a good understanding of the challenges related to information security management in a government or health related organization.

	Demonstrated experience and proficiency in a programming language, writing computer scripts, or computer forensics.
	Duties in risk analysis, security assessment, and vulnerability analysis will benefit from increased depth in reviewing data and architecting comprehensive and complex solutions.

	List the competencies (knowledge, skills, abilities and behaviors) and a description of each that are necessary to successfully perform the work of the position.

· Effective technical writing and group presentations skills for developing security standards and providing security awareness training.  Clear and effective written communication, by producing documents that are clean, concise, organized, and free from spelling and grammatical errors is expected

· Ability to communicate complex technical information in a manner that is understood by all levels of staff within the Agency.
· Ability to effectively interact with others individually or in group interactions to achieve desired outcomes.

· Excellent organization and time management skills in order to achieve excellent results on time, with little need for oversight in an environment with multiple priorities and competing deadlines

· Ability to effectively and independently identify, collect, organize, and document information in ways to make the information most useful for subsequent assessment, analysis, and investigation.  Demonstrates an attention to detail.  Reports, documents, and plans follow a logical and linear progression.

· Ability to quickly adjust from strategic to tactical thinking in order to effectively work with all levels of management and technical staff.

· Consistent honesty and professionalism in all interactions to earn the trust, respect, and confidence of managers, coworkers and customers.



	Special Requests and Conditions of Employment

Examples: Must possess valid drivers’ license and good driving record. Must successfully pass a criminal background check.

	Must successfully pass a criminal background check within 30 days of hire, and then every two years thereafter.

	Working Conditions

	Work Setting, including hazards
	Work is accomplished in a climate-controlled indoor environment with work areas defined in a cubicle environment.

	Schedule (i.e., hours and days)
	Standard business hours are Monday – Friday from 8 a.m. to 5 p.m., but the incumbent may be expected to adjust the work schedule to meet business needs.  A flexible work schedule will be considered at the incumbent’s request, subject to supervisory approval. May be required to work outside of normal work hours, possibly exceeding 40 hours, to meet critical deadlines or in the event of a Public Health Emergency.

	Travel Requirements
	Position may occasionally require in state and out of state travel to accomplish position objectives.

	Tools and Equipment
	Duties require the use of standard office furniture, equipment and software (e.g., desk, filing cabinet, computer, printer, telephone, fax machine, copy machine, etc.) and specialized tools such as diagraming software.

	Customer Relations
	Frequent contact with Deputy CIO, and senior DIRM Managers, Project Managers, Architect, Developers, and DBAs, Office Directors, Program Managers, and other agency IT and program staff.   Includes occasional contact with people who may be angry, distraught, or frustrated.

	Other
	

	/Acknowledgement of Position Description

The signatures below indicate that the job duties as defined above are an accurate reflection of the work performed by this position.

	Date

7/29/2015
	Supervisor’s/Manager’s Signature (required)




	Date

     
	Appointing Authority’s Name and Title

Bruce Dempsey, Director Business Operational Support Services

Signature (required)

  

	As the incumbent in this position, I have received a copy of this position description.

	Date

     
	Employee’s Signature

 


Position details and related action have been taken by Human Resources as reflected below.

	For Human Resource/Payroll Office Use Only

	Approved Class Title:

Enter text.
	Class Code:

Enter text.
	Salary Range:

Enter text.
	Effective Date:

Enter a date.

	Pay Scale Type:

Enter text.
	Job Analysis On File?

Yes ☐     No ☐
	Position Type (Employee Group): Enter text.
	EEO Category:

Enter text.

	Employee Sub-Group:

Enter text.
	Position Retirement Eligible:

Yes ☐     No ☐
	Position is:

Funded ☐     Non-Funded ☐ 
	Workers Comp. Code:

Enter text.

	County Code:

Enter text.
	Business Area:

Enter text.
	Personnel Area (FEIN):

Enter text.

	Cost Center Codes

	COST CENTER
	PCT. (%)
	FUND
	FUNCTIONAL AREA
	COST OBJECT
	AFRS PROJECT
	AFRS ALLOCATION

	Enter text.
	Enter text.
	Enter text.
	Enter text.
	Enter text.
	Enter text.
	Enter text.

	Enter text.
	Enter text.
	Enter text.
	Enter text.
	Enter text.
	Enter text.
	Enter text.

	Enter text.
	Enter text.
	Enter text.
	Enter text.
	Enter text.
	Enter text.
	Enter text.

	Enter text.
	Enter text.
	Enter text.
	Enter text.
	Enter text.
	Enter text.
	Enter text.

	Date: 

Enter a date.
	HR Designee’s Name: 

Enter text.
	HR Designee’s Title: 

Enter text.
	HR Designee’s Signature:

Enter text.

	Date: 

Enter a date.
	Budget Designee’s Name: 

Enter text.
	Budget Designee’s Title: 

Enter text.
	Budget Designee’s Signature:

Enter text.
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