
EPA’s Water Infrastructure and Cyber Resilience 
Division (WICRD) is hosting a Cybersecurity 
Incident Response Plan Webinar and 
accompanying Cybersecurity Overview and 
Tabletop Exercise for drinking water and 
wastewater utilities in Washington. 

The workshop will assist utilities in developing 
cybersecurity incident response plans that can be 
tested against the cyber incident presented in the 
tabletop exercise. Attendance at both the webinar 
and tabletop exercise is highly encouraged.

Check the registration pages for information on 
continuing education.

CYBERSECURITY INCIDENT 
RESPONSE PLAN WORKSHOP 
AND TABLETOP EXERCISE

WEBINAR: DEVELOPING A 
CYBERSECURITY INCIDENT 
RESPONSE PLAN FOR 
WASHINGTON WATER AND 
WASTEWATER UTILITIES
• Wednesday, May 7, 2025

9:00am – 10:00am (PT)

• Virtual Via Zoom

TOPICS TO BE COVERED:
• Key elements of a Cybersecurity Incident Response Plan.

• Overview of EPA’s Cybersecurity Incident Action
Checklist and Workbook.

• Resources to develop a Cybersecurity Incident
Response Plan.

• Next steps to prepare for the Cybersecurity Tabletop
Exercise (June 4, 2025).

TABLETOP EXERCISE: 
CYBERSECURITY OVERVIEW 
AND TABLETOP EXERCISE 
FOR WASHINGTON WATER 
AND WASTEWATER 
UTILITIES
• Wednesday, June 4, 2025

9:00am – 12:00pm (PT)

• Virtual Via Zoom

TOPICS TO BE COVERED:
The 3-hour tabletop exercise is an interactive, 
scenario-driven discussion which allows 
participants to learn cybersecurity best 
practices and exercise cybersecurity incident 
response plans.

REGISTRATION LINK:
gdit.zoomgov.com/
meeting/register/

ITcpKHvbQAShoiE60frjtA

REGISTRATION LINK:
gdit.zoomgov.com/
meeting/register/

GuGMtzvySaqmJjidxGQbAA

https://gdit.zoomgov.com/meeting/register/GuGMtzvySaqmJjidxGQbAA
https://gdit.zoomgov.com/meeting/register/ITcpKHvbQAShoiE60frjtA



